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ABSTRACT: The rapid growth of the internet and digital technologies has transformed the 

way information is communicated worldwide, increasing the reliance on digital media such 

as text, images, audio, video, and software for data exchange across public networks. Among 

these, digital images play a crucial role in various applications including social platforms, e-

commerce, online publications, and communication services. However, the open and 

distributed nature of the Internet makes data vulnerable to unauthorized access, interception, 

and manipulation by malicious entities. Ensuring secure and reliable communication has 

therefore become a major concern. Steganography and data embedding techniques have 

emerged as effective solutions for enhancing digital data security by concealing information 

within multimedia files, making it difficult for attackers to detect or alter the hidden content. 

Alongside cryptography, these techniques provide robust protection against unauthorized data 

breaches. This paper presents a detailed comparative analysis of various steganography and 

embedding methods used for securing text-based and image-based information. The study 

highlights the strengths, limitations, and application suitability of each technique, offering 

insights for future advancements in secure digital communication systems. 

KEYWORDS: LSB, DCT, DWT, Embedding, Steganography, Secrete Image, Secrete Text 

Data. 

1. INTRODUCTION 

In the today going on technology, for the data exchange the Internet is the most popular and 

important medium. With advances of the internet and information technology, the digital 

media has become one of the most popular and best-known data transfer tools. This digital 

data includes text, images, audio, video and software transferred via the public network [1]. 

Digital Data are the most widely used modes of communication in very field usually, such as 

the research, industry, medical, military etc. Significant image transfers take place over an 

unsecured web network. Therefore, it is necessary to establish adequate security so that the 

digital picture or digital image prevents from the unauthorized persons to accessing secrete 

information. Steganography and cryptography are the most popular techniques for data 

security [2], [3]. Data protection has come to be a heavy digital verbal exchange drawback 

through the internet or the alternative medium. Cryptography and stenography are the widely 

used technique for data security. In cryptography data is change one form to another form and 

in steganography secret data is hidden into cover data [4], [5]. The word Steganography 

comes from the Greek word "stegos", which meaning "cover" and graphic meaningful writing 

that designates it as a cover writing [4]. In Image Steganography, data is hidden solely in 

cover image or picture. Steganography is the science and art of secret communication [6], [7]. 

Hiding information is important to secure online communication, especially in the military 
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and commercial areas, and copying and unauthorized access. Correspondence between two 

gatherings, security offices, any knowledge association, or some other private trade of data 

must be secure. The main goal of hiding information to pictures is to transfer information 

safely over the Internet [8], [9]. Steganography is mainly cauterized into four types that are 

text, image, audio and video steganography. Steganography is widely used for secret 

communications, feature tagging and copyright protection. 

 
Figure 1: Types of Steganography 

 
Figure 2: Embedding Process 

2. LITERATURE REVIEW 

In [10], the authors present the deep learning and transfer learning based ensemble model for 

leaf diseases using image processing techniques. In [11], various image steganography 

techniques are reviewed with a focus on improving key performance parameters such as 

imperceptibility, capacity, and security. The study proposes an adaptive model that selects the 

most suitable embedding technique to minimize error rates during message insertion. By 

evaluating multiple models using reverse LSB substitution, the technique ensures the lowest 

embedding distortion. This adaptive method significantly improves imperceptibility and 

enhances the overall performance of LSB-based steganography. In [12], a new medical image 

steganography method based on optimal pixel similarity is presented. Since the human visual 

system can easily detect distortions in images, maintaining high visual quality is crucial, 

especially in medical applications. The proposed optimization-based technique increases data 

hiding capacity while preserving the quality of the medical image. The performance of the 

method is evaluated using visual quality metrics such as PSNR and MSE, showing better 
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accuracy and reduced perceptual distortion. In [13], the authors propose a secure grayscale 

medical image protection technique that embeds sensitive patient information in the form of a 

2D barcode using the LSB method. After embedding, the image is encrypted using a Genetic 

Algorithm to further improve confidentiality. This approach enhances both the security of 

patient information and the integrity of medical images. In [14], different JPEG 

steganography techniques are comparatively analyzed. The study considers the three major 

requirements of steganography capacity, robustness, and imperceptibility and discusses 

methods recommended by experts for improving data hiding in compressed JPEG images. In 

[15], the paper presents a data-hiding technique in which both the message bits and the pixel 

bits of the cover image are randomized. This randomness ensures higher security by 

producing stego patterns that are difficult for attackers to detect or decode. The approach 

strengthens confidentiality by minimizing predictable embedding behavior.  

Table 1: Comparative Analysis of Different Steganography and Embedding Technique 

Ref 

No. 

Technique 

Used 

Description Advantage 

[11] LSB In this work proposed a secure image 

steganography technique in which hide an 

image in an image using the LSB technique 

and measure the security of the hiding in 

the term of MSE and PSNR. 

Get low MSE and high 

PSNR Value. 

[12] optimum 

pixel 

similarity 

In this discussed the human vision system 

the quality of image can be noticed and it 

attracts the attacker attention. So the 

purpose of this study to increase the hidden 

data amount and ensure the quality of the 

setgo image is high quality. 

Quality of merit 

analysis such as 

PSNR, MSE is better. 

[13] LSB, 

Genetic 

Algorithm 

Protect digital medical image using pixel 

based image protection using LSB water 

marking and AES algorithm. 

Difficult to creak. 

Apply steganography 

and cryptography 

together to enhance the 

security. 

[14] DCT Discussed a portion of the methods 

recommended by the specialists.. To apply 

jpeg steganography, three significant 

boundaries of image steganography are 

considered, in particular joining, heartiness 

and imperceptibility. 

Improve the security of 

the secret data stored 

in smart device or 

framework. 

[15] LSB Used pixel based technique for file security 

purpose. 

the pixel bits of the 

image are also made 

unique, making the 

pattern unintelligible 

to recognize. 

 

3. CONCLUSION 

In this, many important stenography techniques have been introduced and analyzed to 

become familiar with the different stenography algorithms that used for the image that has 

been transferred to the network. According to the survey of recent research, it has been said 
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that security is the main concern in the transmission of images. The security issue is 

expanding quickly with devices created for hacking image information. Numerous analysts 

have proposed answers for the security issue; however have not had the option to get total 

security on the unstable organization. Stenography sends privileged insights through 

apparently innocuous covers to hide the presence of a secret. Hide advanced data, images and 

their subordinates is progressively utilized and applied. In this give an overview and 

comparative analysis of different stenography techniques for image, data or information 

hiding. 
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