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ABSTRACT: The The rapid growth of blockchain technology has transformed the digital 

financial ecosystem, particularly in the field of cryptocurrency trading. Traditional 

cryptocurrency exchanges operate on centralized systems that depend on third-party 

authorities, which can create security risks, lack of transparency, and potential misuse of user 

funds. To address these challenges, decentralized exchanges (DEXs) have emerged as a 

secure and transparent alternative for peer-to-peer cryptocurrency trading. This paper 

presents the design and development of a User-Centric Decentralized Cryptocurrency 

Exchange Application that utilizes blockchain technology and smart contracts to facilitate 

secure and transparent digital asset transactions. The platform allows users to maintain full 

control over their funds while enabling direct trading without intermediaries. Key features 

include wallet integration, real-time transaction tracking, and automated trade execution 

through smart contracts. The proposed system also incorporates cryptographic security 

mechanisms and blockchain-based verification to ensure safe and reliable transactions. 

Overall, the platform demonstrates how decentralized technologies can enhance transparency, 

security, and efficiency in modern cryptocurrency trading systems. 

KEYWORDS: Blockchain, Cryptocurrency, Decentralized Exchange (DEX), Smart 

Contracts, Digital Assets. 

1. INTRODUCTION 

The rapid advancement of digital technologies has significantly transformed financial 

transactions worldwide. Traditional financial systems rely on centralized institutions such as 

banks and payment gateways to process and verify transactions. Although these systems 

provide structure and regulation, they also face several limitations, including high transaction 

costs, slower processing times, dependence on third parties, and vulnerability to fraud and 

cyberattacks. These challenges have increased the demand for a more secure, transparent, and 

efficient financial transaction system. Blockchain technology has emerged as an innovative 
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solution to address these issues. It is a decentralized digital ledger that records transactions 

across multiple computers in a network, ensuring transparency, security, and data integrity. 

Unlike traditional databases controlled by a single authority, blockchain distributes 

transaction records among all participants in the network, making the system more reliable 

and tamper-resistant. This project focuses on the development of a Crypto Blockchain 

Application that enables users to securely send and receive digital assets such as Ethereum 

through a decentralized blockchain network. The application is web-based and can be 

accessed globally through the internet, allowing users to perform peer-to-peer transactions 

without relying on centralized financial institutions. Blockchain systems use cryptographic 

techniques and consensus mechanisms to verify transactions and maintain network security. 

Each transaction is digitally signed using public-key cryptography, ensuring that only the 

rightful owner can authorize asset transfers. Transactions are grouped into blocks and linked 

together using cryptographic hashes, forming a secure and immutable chain known as the 

blockchain.  

The proposed system demonstrates how blockchain technology can be applied to create a 

secure and transparent platform for cryptocurrency transactions. By integrating smart 

contracts, decentralized wallets, and blockchain verification mechanisms, the application 

ensures efficient and reliable transaction processing while reducing dependency on 

intermediaries. Overall, the project highlights the potential of blockchain technology in 

building secure and decentralized digital financial systems. 

2. PROJECT OVERVIEW 

2.1 Purpose of the Project 

The primary purpose of this project is to develop a secure and efficient Crypto Blockchain 

Application that enables users to buy, send, and receive Ethereum through the blockchain 

network. The system is designed to provide users with a reliable and transparent platform for 

conducting cryptocurrency transactions while maintaining high security standards. Through 

this application, users can also easily view and track their recent transaction history, which 

improves transparency and usability. Although several similar systems already exist on the 

internet, many of them face issues related to security vulnerabilities, lack of transparency, and 

dependency on centralized platforms. This project aims to overcome these challenges by 

implementing a decentralized blockchain-based platform that ensures secure transactions, 

transparency, and user control over digital assets. The main goals of the proposed system are: 

 To provide anytime, anywhere service so that users can access the platform from any 

location with an internet connection. 

 To promote the use of cryptocurrency and increase awareness about decentralized 

financial technologies. 

 To increase efficiency and profitability by reducing reliance on intermediaries in 

financial transactions. 

 To obtain statistical information from transaction records that can help in monitoring 

and analyzing transaction activities. 
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 By achieving these goals, the system aims to contribute to the growing ecosystem of 

blockchain-based financial applications. 

2.2 Scope of the Project 

Ethereum is widely recognized as one of the most advanced blockchain platforms with 

significant potential for the future of digital finance and decentralized applications. As the 

world is rapidly shifting toward digital platforms and online services, the need for secure and 

reliable digital infrastructure is increasing. Blockchain technology, particularly Ethereum, 

provides a robust foundation for building decentralized applications and financial systems. 

The scope of this project lies in utilizing the capabilities of the Ethereum blockchain network 

to enable secure cryptocurrency transactions and decentralized financial services. Ethereum 

offers innovative tools such as smart contracts, which allow automated execution of 

agreements between parties without the need for intermediaries. Smart contracts are digital 

contracts written in code and stored on the blockchain. These contracts automatically execute 

when predefined conditions are met. Compared to traditional legal contracts, smart contracts 

offer several advantages, including transparency, efficiency, security, and reduced 

operational costs. Because the contract logic is encoded within the blockchain, it cannot be 

easily modified or tampered with, ensuring trust between participants. The flexibility of smart 

contracts allows them to be applied in numerous domains such as financial transactions, 

supply chain management, digital identity verification, insurance systems, and decentralized 

marketplaces. Due to these capabilities, Ethereum is expected to become a preferred platform 

for many businesses and organizations in the future. Ethereum was originally proposed not 

only to support decentralized digital payments but also to serve as a platform for executing 

tamper-proof decentralized applications (DApps) and financial contracts. This project 

demonstrates how blockchain technology can be used to build such decentralized systems and 

improve the security and transparency of financial transactions. 

2.3 Overview of the Project 

The proposed system, named Krypt, is a decentralized blockchain-based platform that 

establishes a peer-to-peer network for executing and verifying transactions through smart 

contracts. The platform allows users to interact directly with each other without relying on a 

trusted central authority or financial intermediary. In this system, smart contracts play a 

crucial role in managing transaction processes. These contracts automate the execution of 

agreements between participants, ensuring that transactions occur only when predefined 

conditions are satisfied. Because smart contracts are stored on the blockchain, they are 

immutable, transparent, and verifiable. All transactions in the Krypt platform are recorded on 

the blockchain, making them permanent and tamper-resistant. Each transaction is validated 

by multiple nodes within the blockchain network before being added to the distributed ledger. 

This ensures that transaction records remain secure and trustworthy. Users interact with the 

system through Ethereum accounts, which are created using cryptographic keys. Each user 

has a public key, which acts as their address on the blockchain, and a private key, which is 

used to authorize transactions. When a user initiates a transaction, they must sign it with their 

private key and pay a small amount of Ether (ETH) as a transaction fee for processing the 
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transaction on the Ethereum network. This decentralized architecture ensures that users 

maintain full ownership and control over their funds, while the blockchain network provides 

transparency and security for all transactions. 

2.4 Features of the System 

A.  Blockchain Wallet 

A blockchain wallet is a digital wallet that allows users to store, manage, and transfer 

cryptocurrencies such as Bitcoin and Ethereum. The wallet securely stores the user's 

cryptographic keys and enables them to interact with the blockchain network. Key features of 

a blockchain wallet include: 

 Ease of Use: The wallet interface is simple and similar to other digital payment 

applications, making it easy for users to perform transactions. 

 High Security: Transactions are protected through cryptographic signatures and 

secure private keys. 

 Instant Global Transactions: Users can send and receive funds across the world 

instantly without geographical restrictions. 

 Low Transaction Fees: Blockchain transactions generally involve lower fees 

compared to traditional banking systems. 

 Currency Exchange Support: Users can transfer or exchange cryptocurrencies 

easily. 

 Transparency: Every transaction is verified by multiple nodes in the network before 

being added to the distributed ledger, ensuring data integrity and transparency. 

B. Hardhat 

Hardhat is a development environment used for building, testing, compiling, and deploying 

Ethereum-based smart contracts and decentralized applications. It simplifies the process of 

blockchain development by providing tools that automate many repetitive tasks involved in 

creating decentralized applications. Key features of Hardhat include: 

 A built-in local Ethereum network (Hardhat Network) used for testing and 

development. 

 Support for Solidity debugging, including stack traces and detailed error messages. 

 Ability to simulate blockchain environments and test smart contracts before 

deployment. 

 Integration with multiple plugins that extend development functionality. 

 Compatibility with JSON-RPC and WebSocket protocols for communication with 

blockchain nodes. 

 Hardhat is widely used by blockchain developers because it allows them to efficiently 

test and debug smart contracts in a controlled development environment. 
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C. Tailwind CSS 

Tailwind CSS is a utility-first CSS framework used to design modern and responsive user 

interfaces. Unlike traditional CSS frameworks that provide pre-designed components, 

Tailwind provides a collection of small utility classes that developers combine to build 

custom designs. Advantages of Tailwind CSS include: 

 Utility-first design approach 

 Highly customizable styling 

 Faster UI development 

 Responsive design support 

 Lightweight file size 

 No need to create custom CSS class names 

 Tailwind CSS helps developers design clean and responsive interfaces while 

maintaining flexibility in layout and styling. 

MetaMask 

MetaMask is a widely used cryptocurrency wallet and gateway that allows users to interact 

with decentralized applications (DApps) directly from their web browser. With millions of 

active users, MetaMask serves as an essential tool for connecting blockchain applications 

with user wallets. Key features of Meta Mask include: 

 Secure storage of private keys and digital assets 

 Support for multiple blockchain networks, including Ethereum and Binance Smart 

Chain 

 Easy integration with decentralized applications 

 Built-in token purchasing functionality 

 Simple and user-friendly transaction process 

MetaMask acts similarly to a digital payment card. Instead of entering banking credentials 

every time, users can easily authorize transactions with a few clicks. 

E. Vite 

Vite is a modern front-end build tool designed to provide a faster and more efficient 

development experience for web applications. The name “Vite” comes from the French word 

meaning “fast.” Vite consists of two main components: 

 Development Server: Provides extremely fast Hot Module Replacement (HMR), 

allowing developers to see changes instantly without reloading the entire application. 

 Build Tool: Uses Rollup to bundle application code and produce optimized static files 

for production deployment. 
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Several advantages, including: 

 Faster project startup time 

 Efficient development workflow 

 Highly optimized production builds 

 Extensibility through plugins and APIs 

Overall, the integration of technologies such as Ethereum blockchain, smart contracts, 

Hardhat, Tailwind CSS, MetaMask, and Vite enables the development of a secure, scalable, 

and user-friendly decentralized cryptocurrency application. The proposed system 

demonstrates how modern blockchain tools and frameworks can be combined to create an 

efficient platform for digital asset transactions. 

3. SYSTEM ANALYSIS 

System analysis is an important phase in software development that involves understanding 

the existing systems, identifying their limitations, and proposing a more efficient solution. In 

the context of blockchain applications, system analysis helps evaluate current cryptocurrency 

systems and determine how a decentralized application can improve security, transparency, 

and efficiency. 

3.1 Existing System 

Before the emergence of blockchain technology, distributed systems such as distributed file 

systems and peer-to-peer networks already existed. Examples include systems like 

BitTorrent, which allowed decentralized sharing of files across a network. However, these 

systems primarily focused on data sharing rather than secure financial transactions. The 

concept of blockchain was introduced with the development of Bitcoin, which became the 

first successful implementation of blockchain technology. Bitcoin introduced a distributed 

ledger system that records transactions across a network of computers without requiring a 

central authority. This innovation enabled secure peer-to-peer financial transactions. Despite 

its success, early blockchain systems had certain limitations. Many traditional financial 

systems still rely on centralized control, which creates vulnerabilities such as: 

 Dependence on third-party intermediaries such as banks 

 Security risks due to centralized databases 

 Limited transparency in transaction processing 

 Delays and higher transaction fees in cross-border transactions 

These limitations highlight the need for improved blockchain-based applications that provide 

greater transparency, security, and efficiency. 

3.2 Proposed System 

The proposed system aims to develop a full-fledged Web 3.0 decentralized application 

(DApp) that allows users to send cryptocurrency transactions through the blockchain 
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network. In this system, each transaction will be securely recorded on the blockchain, 

ensuring transparency and immutability. The application allows users to send Ethereum by 

entering the recipient’s blockchain address along with the transaction amount and an optional 

message. The MetaMask wallet is used to securely conduct transactions and connect the 

user’s wallet with the blockchain network. Once a transaction is completed, users can verify 

its authenticity through Etherscan, a blockchain explorer that provides detailed information 

about blockchain transactions. By clicking on the transaction address, users can view 

important details such as: 

Transaction status 

 Sender and receiver addresses 

 Transaction amount 

 Date and time of the transaction 

 Gas fees used for processing the transaction 

 This verification process ensures transparency and builds trust in the system. 

After the front-end interface is developed, users will be able to enter the recipient’s Ethereum 

address, specify the amount of cryptocurrency to be transferred, and include a message with 

the transaction. The application will then interact with the blockchain network through a 

Solidity smart contract, which records and manages all transactions. The smart contract 

maintains a record of all transactions performed within the system, ensuring that the data 

remains secure, permanent, and tamper-proof. 

Solidity 

Solidity is a high-level programming language specifically designed for writing smart 

contracts on the Ethereum blockchain. It is influenced by several popular programming 

languages such as JavaScript, Java, C++, and Rust, making it relatively familiar for 

developers with experience in these languages. Solidity enables developers to create 

decentralized applications that run on the Ethereum Virtual Machine (EVM). The language 

provides features such as: 

 Contract-oriented programming 

 Support for complex data structures 

 Event logging for transaction tracking 

 Integration with blockchain-based decentralized systems 

Using Solidity, developers can define rules and conditions for blockchain transactions 

through smart contracts. 

Smart Contracts 

Smart contracts are self-executing programs stored on a blockchain that automatically 

execute predefined actions when certain conditions are met. They eliminate the need for 

intermediaries and ensure that agreements between parties are executed accurately and 
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transparently. Smart contracts operate based on “if–then” logic. For example, when a specific 

condition is satisfied, the contract automatically performs the associated action. A simple 

real-world analogy of a smart contract is a vending machine. When a user inserts money and 

selects a product, the machine automatically dispenses the selected item. Similarly, in a 

blockchain system, when the required conditions are met, the smart contract automatically 

executes the transaction. Smart contracts provide several advantages: 

 Automation of agreements 

 Increased transparency 

 Reduced transaction costs 

 Enhanced security 

 Elimination of third-party intermediaries 

These benefits make smart contracts a fundamental component of modern blockchain-based 

applications. 

Meta Mask 

MetaMask is a widely used cryptocurrency wallet and browser extension that enables users to 

interact with Ethereum-based decentralized applications (DApps) directly through their web 

browsers. MetaMask works by injecting the Web3 API into the JavaScript context of web 

pages, allowing decentralized applications to communicate with the Ethereum blockchain. 

Key features of MetaMask include: 

 Creation and management of Ethereum accounts using private keys 

 Secure storage of cryptocurrency assets 

 Ability to connect with decentralized applications 

 Support for hardware wallets such as Trezor 

 User interface for reviewing and approving blockchain transactions 

When a decentralized application requests a transaction, MetaMask provides a secure 

interface where users can review the transaction details before approving or rejecting it. 

Additionally, MetaMask helps protect users by warning them about potentially malicious or 

phishing websites that attempt to steal cryptocurrency credentials. Overall, the proposed 

blockchain application integrates Solidity smart contracts, MetaMask wallet connectivity, and 

blockchain transaction verification to create a secure and transparent decentralized financial 

platform. This system demonstrates how modern Web 3.0 technologies can be used to build 

efficient cryptocurrency applications that empower users with full control over their digital 

assets. 

3.3 ER Diagram of the Proposed System 

An Entity Relationship (ER) Diagram represents the logical structure of a database by 

showing entities, attributes, and relationships among them. For the User-Centric 

Decentralized Crypto Exchange System, the ER diagram focuses on the main components 

such as users, wallets, transactions, smart contracts, and blockchain records. 
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Figure 1: ER Diagram of the Proposed System 

3.4 Front End Design 

 
Figure 2: Front End Design View with Categories 

 
Figure 3: Front End Design 

4. SIGNIFICANCE AND NOVELTY OF THE PROBLEM 

Decentralized Exchanges (DEXs) represent a significant advancement in the field of 

cryptocurrency trading and decentralized finance (DeFi). Unlike traditional centralized 

exchanges, which rely on intermediaries to manage transactions and user funds, DEXs 

operate on blockchain technology and enable peer-to-peer trading directly between users. 

This approach introduces several innovative features that improve transparency, security, and 

user control. One of the most important advantages of decentralized exchanges is that they 
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are non-custodial. In traditional financial systems and centralized cryptocurrency exchanges, 

users must deposit their funds into the exchange’s wallet, thereby giving control of their 

assets to a third party. However, in a DEX environment, users maintain full control over their 

funds at all times. Transactions are executed directly from the user’s cryptocurrency wallet 

and must be signed and confirmed by the user before processing. This approach aligns with 

the principle of crypto self-sovereignty, where individuals maintain complete ownership and 

control over their digital assets. 

Another key advantage of DEX platforms is their permissionless nature. Anyone with an 

internet connection can access and use a decentralized exchange without requiring approval 

from a central authority. This open access removes geographical barriers and enables 

individuals from any part of the world to participate in the global cryptocurrency ecosystem. 

Transparency is another major benefit offered by decentralized exchanges. Because 

transactions are recorded on the blockchain, all transaction data is publicly verifiable. Users 

can audit transaction histories, verify token transfers, and analyze trading activities through 

blockchain explorers. This level of transparency helps build trust among users and reduces 

the possibility of fraudulent activities. Furthermore, decentralized exchanges provide 

censorship resistance. Since the system operates through a distributed blockchain network 

rather than a centralized authority, no single entity has the power to block or manipulate 

transactions. This ensures that financial transactions remain secure, unbiased, and resistant to 

external interference. Overall, the novelty of this project lies in implementing a user-centric 

decentralized exchange system that enables secure cryptocurrency transactions while 

maintaining transparency, privacy, and full user control over funds. By leveraging blockchain 

technology and smart contracts, the system demonstrates how decentralized applications can 

improve the efficiency and reliability of financial services. 

5. FUNCTIONALITIES OF THE SYSTEM 

The proposed blockchain-based application provides several functionalities that allow users 

to interact with the Ethereum blockchain in a secure and user-friendly manner. The main 

functionalities of the system are as follows: 

 Users can connect their cryptocurrency wallet using MetaMask. 

 The wallet address of the connected account is displayed on the Ethereum card within 

the application. 

 Users can view the current balance of Ether (ETH) available in their wallet. 

 The system allows users to send Ethereum to other wallet addresses securely through 

the blockchain network. 

 Users can attach GIFs as digital gifts when sending Ethereum to other users. 

 The platform allows users to send personalized messages along with Ethereum 

transactions. 

 Users can view and track all transaction details, including previous transfers. 

 The system enables users to interact with Ethereum smart contracts written in 

Solidity. 
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 Transactions are recorded on the blockchain, ensuring transparency and immutability. 

These functionalities ensure that the system provides a complete decentralized transaction 

experience while maintaining ease of use and security. 

6. PROJECT MODULES 

The proposed system is designed with a user-centric approach, focusing on essential 

functionalities that allow users to perform cryptocurrency transactions easily. Since users are 

the primary target group of this software, the system emphasizes simplicity, security, and 

efficiency in its core modules. One of the primary modules of the system is the Ethereum 

transaction module, which allows users to send Ethereum to another user by entering the 

receiver’s wallet address. 

Sending Ethereum 

Sending Ethereum is the most important function of the system. The transaction process 

works as follows: 

 The user first needs to connect their cryptocurrency wallet to the website by clicking 

on the “Connect Wallet” button. 

 This action triggers the MetaMask wallet connection, which prompts the user to select 

the account they want to connect with the application. 

 After selecting the desired account, the user clicks “Next” and then “Connect” to 

authorize the connection. 

 Once the connection is established, the Ethereum wallet address becomes visible on 

the application interface, specifically on the Ethereum card. 

 The user then enters the receiver’s wallet address to which the Ethereum will be sent. 

 After entering the receiver’s address, the user specifies the amount of Ethereum they 

wish to transfer. 

 The user can also include a specific keyword or identifier that will be stored as 

additional data in the blockchain transaction. 

 Additionally, the system allows users to add a message in the message box, which 

will be attached to the transaction. 

 After filling in the required details, the user clicks the “Send” button to initiate the 

transaction. 

 MetaMask then prompts the user to review and confirm the transaction details. 

 Once the user clicks the “Confirm” button, the transaction is processed and recorded 

on the Ethereum blockchain. 

 After successful execution, the Ethereum amount is transferred to the receiver’s 

wallet. 

 Users can also view the latest transaction details within the application interface by 

scrolling through the transaction history section. 
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This module ensures secure and transparent Ethereum transactions using blockchain 

technology. 

7. CONCLSUION  

The proposed blockchain-based cryptocurrency application has been designed with flexibility 

and scalability in mind. The system demonstrates how blockchain technology and 

decentralized applications can be used to create a secure and efficient platform for 

cryptocurrency transactions. One of the key advantages of this project is that the system 

architecture allows future enhancements and modifications to be easily implemented. Several 

potential improvements and extensions can be integrated into the system in the future to 

enhance its functionality and usability. 

Future enhancements of the system may include: 

 Integration of a Customer Support System to assist users with technical issues and 

transaction-related queries. 

 Implementation of user authentication features such as sign-in, sign-up, and sign-out 

mechanisms to provide personalized access to the platform. 

 Development of a user feedback system, allowing customers to share their views, 

suggestions, and experiences on the platform. 

 Expansion of the system to include a complete cryptocurrency marketplace, where 

users can track market prices and trends. 

 Integration of a cryptocurrency exchange feature that allows users to trade multiple 

cryptocurrencies directly within the platform. 

 Support for multiple cryptocurrencies, enabling users to send and receive various 

digital assets instead of only Ethereum. 

 Development of educational tutorials and guides within the application to help users 

understand the functionality of the system and blockchain technology. 

In conclusion, the project successfully demonstrates the implementation of a decentralized 

blockchain application that enables secure Ethereum transactions using smart contracts and 

MetaMask wallet integration. With further enhancements, the system has the potential to 

evolve into a comprehensive decentralized financial platform that supports multiple 

blockchain-based services and applications. 
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